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Abbreviation 

 

GDPR General Data Protection Regulation (Regulation (EU) 2016/679 of the European 

Parliament and of the Council of 27 April 2016 on the protection of natural persons 

with regard to the processing of personal data and on the free movement of such 

data, and repealing Directive 95/46/EC) 

GOV Government of Vietnam 

MIC Ministry of Information and Communications 

MOIT Ministry of Industry and Trade 

MPS Ministry of Public Security 

NPBR National Portal for Business Registration 

(https://dangkykinhdoanh.gov.vn/en/Pages/default.aspx)  

SBV State Bank of Vietnam 

VND Vietnamese Dong 

 

https://dangkykinhdoanh.gov.vn/en/Pages/default.aspx
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Overview 

 

Information and data have become a precious “resource” in every aspect of contemporary life. From 

business know-how and trade secrets to customer information and personal data, the possession of 

valuable information brings advantages to those who possess it. This has led to the massive, frequent 

and widespread dissemination of such information. 

 

In Vietnam, while business know-how and trade secrets are protected under the intellectual property 

(IP) regulations, the legal framework for managing and protecting the exchange of personal 

information is still in flux, which has allowed a great deal of personal information to be “put up for 

sale”. With the increase of the global cyber population, cyberspace is becoming a go-to environment 

for unauthorized personal information exchange. 

 

Despite this drawback, information exchange contributes to many aspects of the global economy, 

such as through business development, customer care, state management, etc. However, as the 

current data protection regulations in Vietnam are neither comprehensive nor consistent, there remain 

loopholes in the statutory management. This shortcoming has exposed the need to update data 

protection regulations in Vietnam in order to catch up with the rapidly-changing data environment. 

 

Data protection rules in Vietnam 

 

Personal information / data 
 

Fundamental principles for personal information / data protection 

 

One of the first types of data that has been protected under Vietnamese laws is an individual’s image. 

The 1995 Civil Code clearly provided the moral right of each person in respect of his/her image, and 

required other persons or entities not to use a person’s image without his/her consent. These 

regulations remained in the 2005 Civil Code as well as the current 2015 Civil Code. Per the 2015 Civil 

Code, other information types attached to an individual were also protected, including information on 

private life, personal and family secrets. The various versions of the Civil Code have consistently 

placed the foundation for subsequent data protection regulations, forming one basic and prerequisite 

principle in respect of dealing with personal data, namely, to obtain the data subjects’ consent. 

 

The official definition of “personal information” was provided in Decree No. 64/2007/ND-CP on 

applying information technology in activities of state management authorities. Accordingly, “Personal 

information means information which is adequate to accurately identify the identity of an individual, 

covering at least one of the following information: full name, date of birth, profession, title, contact 

address, e-mail address, telephone number, ID number and passport number. Personal secrets 

include medical records, tax payment dossiers, social insurance card numbers, credit card numbers 

and other personal secrets”. Later on, the 2015 Cyberinformation Security Law also defined personal 

information as “information attached to the identification of one person”.  
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Personal information is also mentioned in other specialized laws and under various forms for the 

purpose of professional management in a particular sector (e.g., information on health status and 

private life in the 2009 Law on Medical Examination and Treatment; taxpayers’ information in the 2006 

Law on Tax Management; and consumers’ information in the 2010 Law on Protection of Consumers’ 

Rights; etc.). In addition, specialized laws also provide specific principles to protect personal data in 

respective sectors (e.g., Decree No. 72/2013/ND-CP and Decree No. 52/2013/ND-CP which were 

subsequently promulgated, and will be discussed further in Section Rising demand for data protection 

below). 

 

In the foundational legislation, the most common principles for data protection include: 

 

Principle 1: To obtain consent from the information / data subject 

 

This principle is stated in different pieces of legislation, including the 2015 Civil Code, Article 21 of the 

2006 Information Technology Law, and Article 17.1(a) of the 2015 Cyberinformation Security Law. In 

general, these regulations require that before processing one’s personal data the processor must first 

obtain the consent of that person, unless otherwise stated by the law. The definition of “personal data 

processing” is only provided under the 2015 Cyberinformation Security Law, being “the 

implementation of one or some actions of collecting, editing, using, storing, providing, sharing and 

disseminating personal information online for commercial purposes”. A similar definition is not 

provided in the 2006 Information Technology Law. 

 

Currently, under Decree No. 15/2020/ND-CP, collecting personal data without the prior consent of the 

data subject in terms of the scope and purposes for such collection is subject to a fine up to VND20 

million (for organizations) or VND10 million (for individuals) as an administrative sanction. In the case 

of using a person’s image in violation of this Principle 1, as per the 2015 Civil Code, the owner of such 

image is entitled to request for compensation by a court order, as well as other legally allowed 

remedial measures. 

 

Once the consent to process a person’s personal data is obtained, the entities in possession of such 

data are only allowed to transfer such personal data / information to third parties upon obtaining the 

data subject’s consent. This requirement is stated in Article 22.2 of the Information Technology Law, 

Article 17.1(c) of the 2015 Cyberinformation Security Law, and Article 6.2(dd) of the 2010 Law on 

Protection of Consumers’ Rights. Violations of this requirement may lead to a fine up to VND30 million 

(for organizations) or VND15 million (for individuals) in addition to a remedial measure of destruction 

of the violating personal information. 

  

Principle 2: To use the collected information / data within the scope and purposes of the 

consent 

 

Personal data processors must notify data subjects in advance regarding to what extent and for what 

reason their personal information is to be handled. The obtained consent, therefore, is limited only in 

the scope and purposes as set forth in the notification from the data processors. This Principle 2 can 

be found in Article 17.1(a) of the 2015 Cyberinformation Security Law, Article 21.2(a) of the 2006 
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Information Technology Law, Articles 2.2(a) and 2.2(b) of the 2010 Law on Protection of Consumers’ 

Rights. 

 

Violations of this principle may lead to an administrative sanction of VND30 million (for organizations) 

or VND15 million (for individuals). 

 

Principle 3: To ensure the information / data subjects’ rights vested by law 

 

On the basis of the right to have one’s personal information protected, the laws provide specific rights 

to data subjects, the model of which is the right to access their personal data in possession of a 

processor (Article 17.3, the 2015 Cyberinformation Security Law). Upon detection of inaccuracy in 

such information, the data subjects are entitled to request an update and/or rectification by the 

concerned processors (Article 18, the 2015 Cyberinformation Security Law). Most importantly, a data 

subject can request destruction of their personal data held by a processor, upon which such processor 

must act accordingly in due course. Even without a destruction request from the data subjects, 

processors must also destroy personal data when the period for keeping the same, by law and/or as 

consented by such data subjects, expires. In case of transferring personal data to third parties, upon 

request of the concerned data subjects, relevant processors shall cease such transfer. 

 

Depending on its nature, a violation of this Principle 3 shall give rise to different rates of fines. For 

example, the act of continuing to provide personal data to third parties despite a cessation request 

from a data subject will face a fine of VND20 million (for organizations) or VND10 million (for 

individuals). 

 

Entities involved in personal information / data protection 

 

Entities participating in personal information / data protection can be identified as: data subjects; 

entities taking certain actions towards data subjects’ personal data (i.e., data processor); third 

party(ies); and competent authorities. Since the legal system in Vietnam has not had a consolidated 

legal document regarding data protection, definitions of and regulations applicable to these subjects 

are spread across different laws and regulations.  

 

The 2015 Cyberinformation Security Law provides a definition for “personal information subject”, 

which means the person who can be identified from such personal information. Other general rules 

regarding personal data protection (e.g., the 2006 Information Technology Law, etc.) do not 

specifically provide similar definitions, but refer in general to a natural person. 

 

In terms of data processors, the prevailing laws of Vietnam do not have a unified definition. It can be 

implied, however, that entities conducting any actions listed as personal data processing (as 

mentioned in Principle 1 above) will be considered as data processors. 

 

There is also no particular definition for “third party” in the Vietnamese laws though it can be implied 

that “third party” refers to entities other than data subjects and data processors. 

 

The competent authorities primarily in charge of data protection in Vietnam include the MIC and the 
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MPS. While the MIC plays the role of a central policy-making and regulatory body in the fields of 

information technology, electronics, foreign information, domestic information, and national 

information and communication infrastructure, the MPS is primarily responsible for those 

cybersecurity issues related to national defense, national order and prevention of high-tech crimes, 

etc. In specialized sectors, data protection issues will be managed by specialized authorities (e.g., the 

MOIT for e-commerce sector, and the SBV for banking / financial sector). 

 

Corporate information  
 

For the purpose of transparency and protecting the party at a natural disadvantage in the relationship 

with enterprises, i.e., consumers, information attached to the identification of one enterprise / 

company is published on open sources of State management agencies, as well as on websites of the 

enterprise / company in accordance with the laws of Vietnam (the “Public Enterprise Information”). 

In particular, enterprise registration information (e.g., company name, active status, legal 

representative, tax code, etc.) are all published on the NPBR. Some of the information is protected 

under the law, namely trademarks and enterprise names (see the 2005 Intellectual Property Law). 

 

Besides the Public Enterprise Information, enterprises also have non-public information, typically such 

as business secrets, trade secrets, know-how, etc. (the “Non-Public Enterprise Information”). 

According to the 2005 Intellectual Property Law (as revised in 2009 and 2019), “trade secret means 

information obtained from activities of financial or intellectual investment, which has not yet been 

disclosed and which is able to be used in business”. Business / trade secrets are protected under the 

2005 Intellectual Property Law if satisfying the following conditions: 

 

 The relevant trade secret is neither common knowledge nor easily obtainable; 

 

 When used in business activities, the trade secret will create for its holder advantages over 

those who do not hold or use it; and 

 

 The owner of the trade secret maintains its secrecy by necessary means so that the secret 

will not be disclosed nor be easily accessible. 

 

Secrets related to personal identification, state management, national defense and security, and other 

secrets not related to business are not qualified for protection under the 2005 Intellectual Property 

Law as trade secrets. 

 

Stealing, disclosing, transferring or selling information in terms of trade secrets of an enterprise will 

result in a fine up to VND40 million (for individuals, twice as much for organizations) under Decree 

No. 98/2020/ND-CP. In case the party disclosing the trade secret has legal and appropriate access to 

an enterprise’s trade secrets but fails or neglects to ensure the security of the same, a fine under 

Decree No. 98/2020/ND-CP of VND20 million (for individuals, twice as much for organizations) is 

applied. 

 

Certain exceptions exist where the owner of trade secrets cannot prohibit others from using the same, 

including their disclosure of the concerned trade secret for community protection purposes or 
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independently; using the concerned trade secret not for commercial purposes; etc. 

 

Rising demand for data protection 
 

With the rapid development and diversity of data and information, the demand for information 

protection has significantly increased, especially the protection of personal information in cyberspace. 

 

In 2013, the Government promulgated Decree No. 72/2013/ND-CP regulating the management, 

provision and use of internet services and online information. In general, the principles mentioned in 

Section Founding regulations related to data protection above are preserved and further developed. 

For instance: 

 

 Entities establishing social networks are required to have methods for ensuring the 

confidentiality of the private and personal information of their users; 

 

 Chapter V of Decree 72 sets out specific principles and responsibilities in terms of ensuring 

information safety and security in cyberspace; and 

 

 In addition to the obligation to ensure information safety and security within their own 

information system, entities engaging in the provision and use of internet services and 

information in cyberspace are also required to cooperate with competent state agencies. 

 

Also in 2013, the Government promulgated Decree No. 52/2013/ND-CP to govern the sector of e-

commerce, supplemented by guiding Circular No. 59/2015/TT-BCT in 2015. Apart from those 

procedural and conditional regulations applicable to e-commerce operations, regulations in terms of 

data protection under this legislation are for the purpose of protecting consumers’ rights. Decree No. 

52/2013/ND-CP provides that if a consumer’s personal information is collected via an e-commerce 

website, the collecting entity must publish an information protection policy (i.e., privacy policy) at an 

easy-to-see location on their website. Furthermore, owners of e-commerce websites with an online 

ordering function must publish the privacy policy on protection of customers’ payment information on 

their website. 

 

The most remarkable steps taken by the state authorities in response to the rising demand for data 

protection was the promulgation of the Cybersecurity Law in 2018. The Cybersecurity Law’s 

regulations aim at data protection for the purpose of ensuring national defense and security. Under 

the Cybersecurity Law, requirements on data protection, as well as the main principles mentioned in 

Section Founding regulations related to data protection above have been extended to reach an 

international scope. This is illustrated by the requirements on data localization and 

branch/representative office establishment in respect of foreign enterprises providing services on 

telecommunications networks, on the internet and providing value added services in Vietnam’s 

cyberspace, and that handle (collect, exploit, analyze, process, etc.) personal information of users 

from Vietnam. 

 

In the same year, the State Secrets Protection Law was ratified, under which, “state secrets mean 

information with important contents as identified by heads of competent agencies and/or organizations 
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in accordance with the State Secrets Protection Law, which are not published, and are potentially 

harmful to the country and nation’s interests if disclosed and/or lost”. Under the State Secrets 

Protection Law, any illegal collection, exchange, provision and transfer of state secrets, as well as any 

other actions which potentially cause harm, leakage and disclosure to state secrets is prohibited. The 

act of willingly leaking state secrets; appropriating, trading or destroying state secrets items and/or 

documents may constitute criminal offences under the Criminal Code. 

 

Consumers’ data protection 
 

Data subjects often have their data collected in the position as consumers when entering into 

transactions with goods sellers and/or services providers. As such, regulations in the sector of 

consumers’ rights protection also govern this issue, particularly the 2010 Law on Protection of 

Consumers’ Rights and its guiding regulations. Here, too, the core of the main principles mentioned in 

Section Founding regulations related to data protection is inherited. However, as the regulators opine 

that consumers are disadvantaged in their relationship with goods sellers / services providers, 

sanctions applicable to sellers / service providers for violations are stricter, including those in terms of 

data protection. For instance: 

 

 With regards to violations of Principle 2 as mentioned above, if the information / data subjects 

are consumers, purchasing goods and/or using services provided by the violating entities, the 

fine will be VND40 million (for organizations) or VND20 million (for individuals) under Decree 

No. 98/2020/ND-CP, and will be doubled if the information involved in the violation is a 

personal secret; 

 

 For violations of transferring personal data to third parties without consent of the information / 

data subjects, if the information / data subject is a consumer, the fine will be up to VND40 

million (for organizations) or VND20 million (for individuals), and doubled if the information 

involved in the violation is a personal secret; and 

 

 In addition, the act of stealing, disclosing, transferring or selling personal information of 

consumers in the e-commerce sector will result in a fine up to VND40 million (for individuals, 

twice as much for organizations) under Decree No. 98/2020/ND-CP. 

 

Recent developments for data protection legislation  

 

Amended rules for e-commerce activities 
 

On 25 September 2021, the Government officially ratified Decree No. 85/2021/ND-CP amending and 

supplementing Decree No. 52/2013/ND-CP on e-commerce, which came into force as of 1 January 

2022. Some remarkable changes under Decree No. 85/2021/ND-CP are summarized as follows: 

 

 It expands the scope of e-commerce regulations to include all foreign traders, organizations 

(the “Foreign Entities”) operating in e-commerce activities as identified under Section 5, 

Chapter IV of Decree No. 52/2013/ND-CP, including: (i) Foreign Entities having websites 
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providing e-commerce services in Vietnam, (ii) Foreign Entities being sellers on e-commerce 

trading floors (“ETFs”) in Vietnam, and (iii) foreign investors in the e-commerce sector; 

 

 Social networks having one of the activities listed as ETFs, whose participants directly or 

indirectly pay a fee for conducting such activities, shall be treated as an ETF; 

 

 Certain procedural obligations are no longer applicable to entities engaging in e-commerce 

activities (e.g., only owners of sale e-commerce websites with online ordering functions are 

required to notify the MOIT of the establishment of such websites); 

 

 Obligations of ETFs owners are detailed and updated; and  

 

 Most importantly, Foreign Entities having websites providing e-commerce services in Vietnam 

are required to comply with the applicable obligations provided for by Decree No. 

52/2013/ND-CP, including, inter alia, registration of the e-commerce activities in accordance 

with Decree No. 52/2013/ND-CP; and establishment of their representative office in Vietnam 

in accordance with the prevailing laws or appointment of their authorized representatives in 

Vietnam. 

 

Draft Decree on Data Protection 
 

Given the facts that regulations regarding data protection in Vietnam are scattered in a number of 

laws, and with the aim to resolve backlogs to form a comprehensive legal framework for this sector, 

the MPS has proposed a draft decree on data protection (the “Draft Decree on Data Protection”), of 

which two versions have been published for public input. The latest version was released on 9 

February 2021, in which certain notions related to data protection were raised for the first time in 

Vietnam’s legal system. 

 

Under the Draft Decree on Data Protection details on the connotations of personal data have been 

specified. Specifically, personal data is defined as “data regarding an individual or related to the 

identification or potential identification of a specific individual”, and is further classified into: basic 

personal data and sensitive personal data (including, inter alia, data on health conditions, biometrics 

data, etc.). 

 

The collection and disclosure of data is still based on the core principles mentioned in Section 

Founding regulations related to data protection. However, when it comes to sensitive personal data, 

and/or when the disclosure of personal data may cause harm to the personal data subject, such 

disclosure is explicitly prohibited. Under the Draft Decree on Data Protection, a data subject’s consent 

is only deemed valid if it satisfies the prescribed conditions (i.e., is voluntary and if the relevant data 

subject is clearly aware of the types of data to be handled, handling purposes, subjects with access 

rights, conditions on third-party transfer, and data subject’s rights). A data subject’s silence and/or 

failure to reply may not be deemed as his or her consent. A data subject’s rights under the Draft 

Decree on Data Protection are primarily inherited from other regulations, as well as from the EU’s 

GDPR.  
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Personal data protection methods are also mentioned, providing the basis for data handling entities to 

know exactly the actions to be taken, as well as facilitating the management by competent state 

agencies. 

 

Most importantly, the cross-border transfer of personal data has been raised for the first time. 

Accordingly, personal data of Vietnamese citizens can only be transferred outside of Vietnam’s 

territory upon the satisfaction of four conditions, namely: 

 

 To have the consent from data subject regarding such transfer; 

 

 To have the original data stored in Vietnam; 

 

 To have documents proving that the receiving country / territory (or a part thereof) has issued 

regulations on data protection which are at an equal or higher level than those of Vietnam; 

and 

 

 To have written approvals of the Personal Data Protection Committee. 

 

Wherein, the first and last conditions are irreplaceable, the second and third can be substituted by 

having the personal data protection commitment of the data handling entities; and to have the 

commitment on applying personal data protection methods of the data handling entities. In addition, 

data processors who conduct cross-border transfer of data are required to build a data transfer log 

storage system, which includes the history on data transfer for a period of three years. 

 

The Draft Decree on Data Protection also provides for certain sanctions to be applied to violations in 

the various sectors. If adopted, the official decree may lead to the need for amending other currently 

in force legislation. 

 

In general, the up-coming legislation of Vietnam acts to align Vietnamese regulations with 

international standards in the sector of data protection (e.g., the GDPR), especially the Draft Decree 

on Data Protection. 
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Contact Us 
 

For more information or assistance, please contact us: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

www.indochinecounsel.com  

 

The information contained herein is of a general nature and is not intended to address the circumstances of any 

particular individual or entity. Although we endeavour to provide accurate and timely information, there can be no 

guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in 

the future. No one should act upon such information without appropriate professional advice after a thorough 

examination of the particular situation. 

 

The content of this Cross-border Lending guide is current as at January 2022. 
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